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Abstract

The prevalence and high capacity of large
language models (LLMs) present significant
safety and ethical risks when malicious users
exploit them for automated content generation.
To prevent the potentially deceptive usage of
LLMs, recent works have proposed several al-
gorithms to detect machine-generated text. In
this paper, we systematically test the reliabil-
ity of the existing detectors, by designing two
types of attack strategies to fool the detectors:
1) replacing words with their synonyms based
on the context; 2) altering the writing style
of generated text. These strategies are imple-
mented by instructing LLMs to generate syn-
onymous word substitutions or writing direc-
tives that modify the style without human in-
volvement, and the LLMs leveraged in the at-
tack can also be protected by detectors. Our
research reveals that our attacks effectively
compromise the performance of all tested de-
tectors, thereby underscoring the urgent need
for the development of more robust machine-
generated text detection systems.

1 Introduction

Large language models (LLMs), such as Chat-
GPT (OpenAl, 2023b), and PaLM (Chowdhery
et al., 2022), have demonstrated human-like ca-
pabilities to generate high-quality content, follow
instructions, and respond to user queries. Although
LLMs can improve the working efficiency of hu-
mans, they also pose several ethical and safety con-
cerns, when it becomes harder to differentiate be-
tween text written by a human and text generated
by an LLM. For example, LLMs may be inappro-
priately used for academic plagiarism or creating
misinformation at large scale (Zellers et al., 2019).

Work in progress.
Code will be released at https://github.com/shizhouxing/Red-
Teaming-LM-Detectors-with-LM.

Therefore, it is important to develop reliable ap-
proaches to protecting LLMs and detecting the
presence of Al-generated texts to mitigate the abuse
of LLMs.

Towards this end, prior works have developed
methods for automatically detecting text generated
by LLMs. The existing methods mainly fall into
three categories: 1) Classifier-based detectors by
training a classifier, often a neural network, from
supervised data with Al-generated/human-written
labels (Solaiman et al., 2019; OpenAl, 2023a); 2)
Watermarking (Kirchenbauer et al., 2023) by inject-
ing patterns into the generation of LLMs such that
the pattern can be statistically detected but imper-
ceptible to humans; 3) Likelihood-based detector,
e.g., DetectGPT (Mitchell et al., 2023), by leverag-
ing the log-likelihood of the generated texts.

However, as recent research demonstrates that
text classifiers are vulnerable (Iyyer et al., 2018;
Ribeiro et al., 2018; Alzantot et al., 2018), we
suspect that these detectors are not reliable under
adversarial manipulations of Al-generated texts.
To stress-test the reliability of the detectors, we
red team and attack the detectors by prompting an
LLM-based generative model. We modify and gen-
erate texts that become more challenging for the
detectors. We develop two methods. In the first
method, we prompt an LLM to generate candidate
substitutions of words in an LLM-generated text.
We then substitute certain words and choose re-
placements either in a query-free way or through
a query-based evolutionary search (Alzantot et al.,
2018), in order to bypass the detection. Our sec-
ond method is for instruction-tuned LLMs such
as ChatGPT (OpenAl, 2023b). We search for an
instructional prompt on a small subset of training
data and fix the prompt at the test time. The prompt
instructs the LLM to write in a style such that the
generated texts are hard to be detected.

There are concurrent works (Sadasivan et al.,
2023; Krishna et al., 2023) that evade detectors by



paraphrasing Al-generated texts. However, they
assume that the paraphrasing models are not pro-
tected by a detector; therefore, it is natural that
the paraphrased text can not be recognized by the
detector. In contrast, we consider a challenging set-
ting, where we assume that the LLM leveraged for
generating attacks is protected, meaning it also has
a detection mechanism in place. This assumption
imposes a realistic constraint on the attacker, as it
is possible that all public LLMs are protected in
the future. Furthermore, we also consider using the
original LLM for text generation itself to jailbreak
the detection mechanism, showing that malicious
users can bypass the detectors.

We systematically test the three types of detec-
tors, ranging from statistical approaches to commer-
cial APIs. Our results reveal that all the detectors
are vulnerable under the proposed attack mecha-
nisms, and the detection performance drops signifi-
cantly. These findings suggest the current detectors
are not reliable and shed light on the discussion
about how to build trustworthy detectors. We sug-
gest possible defense strategies in the conclusion
section and leave the exploration of defenses to
future work.

2 Related Work

Detectors for Al-generated text. Recent detec-
tors for Al-generated text mostly fall into three cat-
egories. First, classifier-based detectors are trained
with supervised data to distinguish human-written
text and Al-generated text. For example, the Al
Text Classifier developed by OpenAl (OpenAl,
2023a) is a fine-tuned language model. Second,
watermarking methods introduce distinct patterns
into Al-generated text, allowing for its identifica-
tion. Among them, Kirchenbauer et al. (2023) ran-
domly partition the vocabulary into a greenlist and
a redlist during the generation, where the division
is based on the hash of the previously generated
tokens. The language model only uses words in
the greenlists, and thereby the generated text has a
different pattern compared to human-written text
which does not consider such greenlists and redlists.
Third, DetectGPT (Mitchell et al., 2023) uses the
likelihood of the generated text for the detection,
as they find that text generated by language models
tends to reside in the negative curvature region of
the log probability function. Consequently, they
define a curvature-based criterion for the detection.

Methods for red-teaming detectors. As the de-
tectors emerge, there are also several works show-
ing that the detectors may be evaded to some extent,
typically by paraphrasing the text (Sadasivan et al.,
2023; Krishna et al., 2023). However, they need
additional paraphrasing models which are typically
unprotected models that are much weaker than the
original LLM. Besides paraphrasing, Kirchenbauer
et al. (2023) also discussed attacks against water-
marking detectors with word substitutions gener-
ated by a masked language model such as T5 (Raf-
fel et al., 2020) which is a relatively weaker lan-
guage model, and thus it may generate attacks with
lower quality.

Adversarial Examples in NLP. Red-teaming
and attacking detectors for testing their reliabil-
ity are also relevant to works on adversarial ex-
amples in NLP. Word substitution is a commonly
used strategy in generating textual adversarial ex-
amples (Alzantot et al., 2018; Ren et al., 2019;
Jin et al., 2020). Language models such as the
BERT (Devlin et al., 2019) have also been used
for generating word substitutions (Shi and Huang,
2020; Li et al., 2020; Garg and Ramakrishnan,
2020). In this work, we demonstrate the effective-
ness of using the latest LLMs for generating high-
quality word substitutions, and our query-based
word substitutions are also inspired by the genetic
algorithm in (Alzantot et al., 2018; Yin et al., 2020).
For our instructional prompt, it is relevant to recent
works that prompt LLMs to red team LLMs them-
selves (Perez et al., 2022) rather than detectors in
this work. In addition, we fix a single instructional
prompt at test time, which is partly similar to uni-
versal triggers in adversarial attacks (Wallace et al.,
2019; Behjati et al., 2019), but unlike them con-
structing an unnatural sequence of tokens as the
trigger, our prompt is natural and it is added to
the input for the generative model rather than the
detector directly.

3 Settings and Overview

We consider a large language model G that condi-
tions on an input context or prompt X and gener-
ates an output text Y = G(X). In this work, we
use upper-case characters such as X to denote a se-
quence of tokens X = [x1, X2, ..., Xy, |, Where m is
the sequence length. The model may be protected
by a detector f(Y) € [0, 1] that predicts whether
Y is generated by the language model G where
higher f(Y) score means more likely to be gen-



Test-time Queries Applicability

Attack Perturbation type G’ f Classifier Watermarking Likelihood
Query-free word substitutions Output v - v v v
Query-based word substitutions Output v v v - v
Instructional Prompts Input - - v - -

Table 1: Properties of various attack methods proposed in this paper and their applicability to various detectors.
“Test-time queries” indicates whether each method requires querying G’ or f for multiple times at test time.

erated by a language model. We use 7 to denote
a detection threshold such that Y is considered
Al-generated if f(Y) > 7.

In this work, we consider three categories of
detectors: (1) classifier-based detectors, (2) water-
marking detectors, and (3) likelihood-based detec-
tors. For classifier-based detectors, a text classi-
fier f(Y) is trained on a labeled dataset with G-
generated and human-written texts. For watermark-
ing detectors, GG is modified from a base generator
Gy with a watermarking mechanism W, denoted
as G = W(G)), and a watermark detector f(Y)
is constructed to predict whether Y is generated
by an LLM watermarked with WW. Specifically, we
consider the watermarking mechanism in Kirchen-
bauer et al. (2023). For likelihood-based detec-
tors, they estimate the LLM-generated score f(Y)
based on the output logits of GG. Specifically, we
consider DetectGPT (Mitchell et al., 2023). We
consider a model G as protected if there is a de-
tector f(Y) in place to protect the model from
inappropriate usage.

To stress test the reliability of those detectors in
this setting, we develop red-teaming techniques to
generate texts that can bypass a detector using an
LLM that is also protected by this detector. This
differs from previous methods that requires a sep-
arate unprotected paraphrasing model (Sadasivan
et al., 2023; Krishna et al., 2023). We use G’ to de-
note the protected LLM used for generating attacks,
where G’ may also be the same as G if applicable,
and we consider the attack from two aspects:

* Output perturbation that directly perturbs
the original output Y and generates a per-
turbed output Y’.

 Input perturbation that perturbs the input X
into X’ as the new input, leading to a new
output Y/ = G(X').

In both cases, we aim to minimize f(Y’) so that
the new output Y’ is wrongly considered as human-
written by the detector f. Meanwhile, we require

that Y’ has a quality similar to Y and remains a
plausible output to the original input X. For our at-
tack algorithms, we also assume that the detector f
is black-box, and only the output scores are visible,
but not internal parameters.

We propose to attack the detectors in two dif-
ferent ways. In Section 4, we construct an output
perturbation by replacing some words in Y, where
we prompt a protected LLM G’ to obtain the new
substitution words, and we then build query-based
and query-free attacks respectively with these word
substitutions. In Section 5, if G is able to follow
instructions, we search for an instructional prompt
from the generation by G and append the prompt
to X as an input perturbation, where the instruc-
tional prompt instructs G to generate texts in a style
making it hard for the detector to detect.

Table 1 summarizes our methods and their appli-
cability to different detectors. At test time, instruc-
tional prompts are fixed and thus totally query-free.
For word substitutions, they require querying G’
multiple times to generate word substitutions on
each test example; the query-free version does not
repeatedly query f while the query-based version
also requires querying f multiple times. In practice,
we may choose between these methods depending
on the query budget and their applicability to the
detectors.

4 Attack with Word Substitutions

To attack the detectors with output perturbations,
we aim to find a perturbed output Y’ that is out
of the original detectable distribution. This is
achieved by substituting certain words in Y. To ob-
tain suitable substitution words for the tokens in Y’
that preserve the naturalness and semantic meaning,
we utilize a protected LLM denoted as G’. For each
token in Y denoted as yy, we use s(y, Y, G, n)
to denote the process of generating at most n word
substitution candidates for yj, given the context in
Y by prompting G/, and s(yx, Y, G’, n) outputs a
set of at most n words. Note that not every word



can be substituted, and s(yx, Y, G’,n) can be an
empty set if it is not suitable to replace k. We
will discuss how to generate the word substitution
candidates using G’ in Section 4.1.

General attack objective. The objective of at-
tacking f with word substitutions can be formu-
lated as a minimization problem given a substitu-
tion budget e:

Y’ = argmin f(Y'), (D
Y/
st. yh € {yrt Us(yr, Y, G n),

L(yx # yi) < em.
k=1

Here we aim to find an optimally perturbed out-
put Y’ that minimizes the predicted score f(Y’)
among all possible Y’. Each word in the per-
turbed output y) is either the unperturbed word y;,
or selected from the word substitution candidates
s(yk, Y,G',n), and the total number of perturbed
words is at most em. To solve the minimization
problem in Eq. (1), we consider both query-free
and query-based substitutions respectively. For
query-based substitutions, we use the evolution-
ary search algorithm (Alzantot et al., 2018; Yin
et al., 2020) originally for generating adversarial
examples in NLP, with details in Appendix A. And
we also design query-free substitution methods in
Section 4.2. We may choose between query-based
substitutions and query-free substitutions depend-
ing on whether we may query f for multiple times.

4.1 Generating Word Substitution
Candidates

Table 2 shows the prompts we use when G’ is Chat-
GPT and LLaMA respectively and outputs by the
LLMs. ChatGPT is able to follow instructions, and
thus our prompt is an instruction asking the model
to generate substitution words, and multiple words
can be substituted simultaneously. For LLaMA
which cannot directly follow instructions, we ex-
pect it to generate a text completion following our
prompt, where the prompt is designed such that a
plausible text completion consists of suggested sub-
stitution words, and we replace one word at each
time.

4.2 Query-free Substitutions

For the query-free attack, we apply word substitu-
tion on random tokens in Y to attack DetectGPT

ChatGPT

Given this sentence: "'The scientists said the
findings could help improve treatments and lead
to new ways of preventing breast cancer spread-
ing. Experts have described the findings as “ex-
citing”. "', for each word in "findings, excit-
ing", give 10 substitution words that do not
change the meaning of the sentence. Return
each word and its substitutions in one line,
in the format of "word:substitutions'

findings: results, discoveries, outcomes, con-
clusions, observations, data, evidence, findings,
research, studies

exciting: thrilling, exhilarating, stimulating,
electrifying, gripping, captivating, invigorating,
inspiring, breathtaking, exciting

LLaMA

"The scientists said the findings could help im-
prove treatments and lead to new ways of pre-
venting breast cancer spreading. Experts have
described the findings as “exciting”.""

The word "exciting"” in the above sentence is
equivalent to:

a) "interesting"

b) "surprising"

¢) "unusual"

Table 2: Prompts for generating word substitution can-
didates using ChatGPT and LLaMA respectively and
the outputs by the LLMs. Text in bold denotes tem-
plates in the prompts. Text in italic denotes a text to be
perturbed or words to be replaced for a given example.
Text in blue denotes the generated word substitutions.

and classifier-based detectors. For watermarking
detectors, we further design an effective query-
free attack utilizing the properties of the detection
method.

Specifically, we consider the watermarking
mechanism introduced in Kirchenbauer et al.
(2023). A watermarked LLM generates a token
with modified predicted logits at position 7 + 1:
9(it1llyr, - yil) = go(yisrllyr, -, yi]) + 6 if
the candidate token y;; is in the greenlist decided
by a hash function h([y1,...,y:]). Here we use
the lower-case gy to denote the logits outputs of
a generative model G and ¢ for the watermarked
version G. J is an offset value pre-defined by the
watermarking. Therefore, a text generated by a
watermarked LLM tends to have more greenlist to-
kens and f(Y) calculates the score with the count
of greenlist tokens in Y.



Therefore, given a fixed substitution budget ¢,
we aim to identify and substitute more greenlist
tokens to reduce the total count of greenlist tokens.
We achieve this with a two-stage algorithm. At the
first stage, we sort all tokens in Y by the prediction
entropy estimated by a language model M, which
can be a weaker model than G as we only use the
entropy as a heuristic score. The prediction entropy
is calculated with the output probability among all
the possible vocabulary. As the watermarking off-
set ¢ is applied on the decoding process, a token
with higher entropy is easier to be affected by water-
marking. At the second stage, we pick em tokens
with highest entropy and use a watermarked LLM
G’ to generate word substitutions as introduced in
Section 4.1.

5 Attack by Instructional Prompts

In this section, we build attacks by perturbing the
input prompt to encourage LLMs to generate texts
that is difficult to be detected. In particular, we fo-
cus on LL.M-based generative models that can fol-
low instructions and classifier-based detectors. We
consider ChatGPT (OpenAl, 2023b) as the genera-
tive model G and OpenAl Al Text Classifier (Ope-
nAl, 2023a) as the detector f. The OpenAl Al Text
Classifier is a fine-tuned neural network, while neu-
ral networks have been shown to be vulnerable to
distribution shifts in NLP literature (Miller et al.,
2020; Awadalla et al., 2022). Therefore, we aim to
shift the generated text to a different distribution
where the detector is more likely to fail, while mak-
ing the generated text still a plausible output to the
input. We achieve this by searching for an addi-
tional prompt X,, appended to the original input
X, which forms a new input X’ = [X,X,] to G.
In particular, X, consists of Xj,s and Xer, where
Xips i an instruction asking the model to follow
the writing style of reference Xir.

Searching for X,,. We search for X, on a small
subset of training examples with n examples
X1, Xo,---,X,. We assume that we can query
the detector f for multiple times during search time.
After an effective X, is found, it can be applied
universally on all inputs from this dataset at test
time. The objective of the search is:

n

argmin S L(F(GIX X)) 2 1), @)

X, "3

which aims to minimize the average detection rate
for the new outputs generated with X, appended

to the input.

Algorithm 1 Search for the attacking prompt

input Training data X,,---,X,; generative
model G and detector f; initial instruction
Xins,(]-
output An attacking instructional prompt X,,.
Xins A Xins, 0
O < PriorityQueue()
GenerateAndDetect(*”, “”)
fort=1,---,Tdo
Xief < SearchForReference(Xiys)
Xins <— SearchForlInstruction(Xins, Xref)
Xp < [Xin87 Xref]

return X,
function GenerateAndDetect(Xjps, Xyef)
fori=1,--- ,ndo

Yi < G([Xw Xin57 Xref])
O.push(key = f(YZ) , value = Y@)
return Detection rate and average score
function SearchForReference(Xjys)
fori=1,--- K do
CEQ — O.pop()
Best < arg min{

GenerateAndDetect(Xiys, Cr(;)c) K

(Best)
return C_;

function SearchForInstruction(Xns, Xyef)
fori=1,--- , K do
C](f]g < Paraphrase (Xiys)
Best < arg min{

GenerateAndDetect(C-(i) Xrer) HEY

s’
(Best)

return C;

We illustrate our algorithm searching for X, in
Algorithm 1. We use G to generate various Xig
and X.r in each iteration and try to search for an
optimal X, = [Xiys, Xef] following the objective
in Eq. (1). Initially, we set Xj,s as a manually writ-
ten instruction, “Meanwhile please imitate the writ-
ing style and wording of the following passage:”.
An initial value for X,.f is not necessary. We also
create and initialize a priority queue O with n ini-
tial outputs generated from the n training examples
without X,. O sorts its elements according to the
detection scores from f and prioritize those with
lower scores. In each iteration of the search, we
have two steps:

» Updating X,.r: We pop the top-K candidates
from O. For each candidate, we combine it
with the current Xj,¢ respectively as the poten-



tial candidates for X, in the current iteration.

» Updating Xjps: We instruct model G to gener-
ate K variations of the current Xj,, inspired
by Zhou et al. (2022) for automatic prompt
engineering. And we combine them with the
current X, respectively as the potential can-
didates for X,,.

For both of these two steps, we take the best can-
didate X,, according to Eq. (2). When generating
G([X;,X,;]) in Eq. (2), we push all the generated
outputs to O as the candidates for X,.r in the later
rounds. We take T iterations and return the final
X, = [Xins, Xref] to be used at test time.

6 Experiments

6.1 Experimental Settings

Generative Models and Detectors. We con-
sider a wide range of LLM-based generative mod-
els with detectors protecting the models. For the
generative model GG, we consider GPT-2-XL (Rad-
ford et al., 2019), LLaMA-65B (Touvron et al.,
2023), and ChatGPT (OpenAl, 2023b). For the
detectors, watermarking and DetectGPT are ap-
plied to both GPT-2-XL and LLaMA-65B but not
ChatGPT; classifier-based detectors include a fine-
tuned RoBERTa-Large detector (Solaiman et al.,
2019) for GPT-2 texts; and the OpenAl Al Text
Classifier (OpenAl, 2023a) for ChatGPT texts. We
use either LLaMA-65B or ChatGPT as G’ for gen-
erating perturbations in the attack. When G is
LLaMA-65B or ChatGPT, we simply use itself as
G’ = G. And when G is GPT-2-XL, we use Chat-
GPT as G’ when the classifier-based detector or
DetectGPT is used, and we use LLaMA-65B as
G’ when watermarking are used, as we add wa-
termarking to ChatGPT which is not open-source.
Table 3 summarizes the protected LLM G’ used for
all the generative models and the detectors in the
experiment.

Datasets We use two types of datasets in our
experiments including text completion and in-
structional datasets. For text completion datasets,
we use XSum (Narayan et al., 2018) and Wiki-
Text (Merity et al., 2016). We take the first sentence
for XSum and the first 20 tokens for WikiText as the
input prompt to the generative models. And we also
use an instructional dataset, ELIS (Fan et al., 2019),
which is a long-form question-answering dataset
collected from Reddit. To test the RoOBERTa-Large

detector specifically for detecting GPT-2 texts, we
also adopt the GPT-2 output dataset (Solaiman
et al., 2019). Since the OpenAl Al Text Classifier
requires the text to contain at least 1000 characters,
we filter all the datasets and only retain examples
with human reference containing at least 1000 char-
acters. We use the first 100 examples in the shuffled
test set for each dataset.

Metrics We use several metrics for the detectors
under attacks. Area Under the Receiver Operating
Characteristic Curve (AUROC) scores summarize
the performance of detectors under various thresh-
olds. A detection rate (DR) is the true positive rates
under a fixed threshold (positive examples mean
LLM-generated texts), where we either tune the
threshold to meet a particular false positive rate or
follow the original thresholds of the detectors. For
query-based word substitutions, we also use Attack
Success Rate (ASR) which computes the rate that
the attack successfully flips the prediction by the
detector, out of all the postive examples on which
the detector originally predicts correctly.

6.2 Attack with Word Substitutions

We apply word substitution-based attack on all
the three detection methods including DetectGPT,
classifier-based detectors, and watermarking. In
each setting, we assume that both G and G’ are
protected by the same detector f.

Attack against DetectGPT For experiments on
attacking DetectGPT, we follow Mitchell et al.
(2023) to prompt GPT-2-XL with the first 30 to-
kens from the samples and ask LL.Ms to generate
the rest. We set the maximum changes to be 10%
of the sequence except for stop words, which leads
to around 10 substituted tokens. For evolutionary
searching, this requires 100 queries per instance
with population size of 10. DetectGPT uses an
external T5-3B model to do mask infilling that gen-
erates the perturbations and we fix the mask rate to
be 15%. We adopt a more realistic cross-model set-
ting, where we use GPT-Neo (Black et al., 2021) as
the detection model to estimate the log-likelihood.

The results are shown in Table 4. On XSum and
WikiText, DetectGPT’s AUROC drops below ran-
dom guessing to 25.9% and 31.2% respectively, af-
ter query-free substitutions which randomly select
substitutions from the candidate pool. The AUROC
scores further drop to only 3.9% and 6.1% respec-
tively after the query-based evolutionary search.
Note that both of the methods change around



Generative Model Classifier-based Detector Watermarking  DetectGPT
GPT-2-XL ChatGPT LLaMA-65B ChatGPT
LLaMA-65B - LLaMA-65B LLaMA-65B
ChatGPT ChatGPT - -

Table 3: The protected LLM G’ used in generating perturbations for each generative model G and the detectors.

[T3R2]

AUROC
Attack XSum Wik
Unattacked 925 694
Paraphrasing 457 375
Query-free Substitutions 259 312

Query-based Substitutions 3.9 6.1

Table 4: AUROC (%) for DetectGPT (Mitchell et al.,
2023). We compare DetectGPT before and after var-
ious attacks under the cross-model setting where the
base model is GPT-2-XL and the detection model that
estimates the likelihood is GPT-Neo.

10 tokens in a 1000 character paragraph. This
demonstrates that using the likelihood of machine-
generated texts may not be robust against malicious
word changes.

Attack against Classifier-based Detectors We
experiment with the the two public classifier-based
detectors: a RoBERTa-large model fine-tuned for
detecting GPT-2 texts (Mitchell et al., 2023), and
the OpenAl Al text detector (OpenAl, 2023b). For
all the experiments, we keep the maximum number
of substitutions to be 20% of the total lengths of
paragraphs except for stop words.

Results for attacking GPT-2 text detector are
shown in Table 5. We find that the attack success
rate (ASR) on detecting GPT-2 texts is close to 0
for both paraphrasing and query-free substitutions.
We hypothesize that this is because the detector
is specifically trained on detecting GPT-2 texts, it
is hard to remove the patterns leveraged by those
detectors by randomly selecting word substitutions
or paraphrasing without querying the detector. Our
evolutionary searching-based substitutions achieve
much better ASR compared to the query-free meth-
ods.

For the OpenAl Al Text Classifier shown in Ta-
ble 7, query-free attacks are able to decrease the de-
tection AUROC by 18.9 and 28.1 points on XSum
and ELIS, respectively, while query-based ones fur-
ther decrease them by 45.4 and 55.6 points to lower

indicates a combination of the generative model and the detector is not applicable.

than random. Comparison with the attack with in-
structional prompts and more details are discussed
in Section 6.3.

Attack ASR
Paraphrasing 4%
Query-free Substitutions 2%
Query-based Substitutions 68 %

Table 5: Attack Success Rate (ASR) for OpenAl
RoBERTa-Large detector for GPT-2 texts (Mitchell
et al., 2023).

Attack against Watermarking We implement
watermarking mechanism introduced in (Kirchen-
bauer et al., 2023) on two language models includ-
ing GPT-2-XL and LLaMA-65B. We use a T5-
Large model to estimate the prediction entropy for
each token and select 20% of tokens in the ini-
tial output Y. We use a watermarked LLaMA to
suggest word substitutions with the prompt intro-
duced in Table 2. We use 6 = 1.0 and v = 0.5
in watermarking implementation. We only keep
the word substitutions with fewer than 4 tokens to
avoid invalid substitutions. We report AUROC and
detection rates in Table 6. For detection rates, we
set the threshold value to keep the false positive rate
for human texts equal to 1%. As we can observe
from the table, detection rate can be significantly
decreased after query-free word substitution attack.
We show an example for query-free attack against
watermarking detectors in Table 9.

6.3 Attack with Instructional Prompts

We conduct experiments for our attack using in-
structional prompts on ChatGPT as the generative
model with the OpenAl Al Text Classifier as the
detector. The detector is model-detect-v2 acces-
sible in OpenAl APIs. Its output contains five
classes, including “likely”, “possibly”, “unclear if
it is”, “unlikely” and “very unlikely”, with thresh-
olds 0.98, 0.90, 0.45, and 0.10 respectively. We



Unattacked

Query-free Substitution

Generative Model  Dataset AUROC DR AUROC DR
XSum 97.9 81.0 87.7 36.0

GPT-2-XL WikiText 974  81.0  89.7 54.0
XSum 88.9 22.0 70.2 9.0

LLaMA-65B WikiText 92.6 73.2 81.3 43.3

Table 6: Attack against watermarking detector. We report both AUROC scores (%) and the detection rates (DR)
(%) under the threshold value when false positive rate for human texts is 1%.

Method XSum ELI5
ctho AUROC DR AUROC DR
Unattacked 888 300 8.1 540

ChatGPT Paraphrasing 82.4 12.0 73.6 27.0
Query-free Substitution 69.9 2.0 59.0 2.0
Query-based Substitution 434 0.0 31.5 0.0
Instructional Prompts 11.2 0.0 43.6 18.0

Table 7: AUROC scores (%) and detection rates (DR)
(%) of the OpenAl Al Text Classifier on the original
outputs by ChatGPT and outputs with various attacks
respectively.

follow these thresholds and use a threshold of 0.9
to determine detection rates. In Algorithm 1, we
search for the instructional prompt using n = 50
training examples, 7' = 5 iterations, and K = 5
candidates for references and instructions respec-
tively in each iteration.

Table 7 shows the results. We also show our
prompts and an example on ELI5 with various at-
tacks in Appendix B. Our instructional prompts
significantly reduce the the AUROC scores and de-
tection rates compared to the unattacked version.
We also find that paraphrasing with ChatGPT itself
can also somewhat downgrade the detection but it is
much less effective than our instructional prompts.
Compared to word substitutions, the attack with
instructional prompts achieves lower AUROC and
0 detection rate on XSum; on ELI5, the attack with
instructional prompts has lower AUROC score than
query-free word substitution but not query-based
word substitution, and it has higher detection rates.
Nevertheless, unlike word substitutions, the attack
with instructional prompts does not query G’ or
f for multiple times, and thus it is more efficient
while also effective.

7 Conclusion and Discussion

In this work, we studied the reliability of represen-
tative Al text detectors from three different cate-
gories: classifier-based, likelihood-based, and wa-

termarking. We proposed two methods to prompt
LLMs to modify texts and make them harder to be
detected. The limitations revealed in our experi-
ments urge the design of a more reliable detection
mechanism.

As an initial discussion around the defense
against the word substitution attacks proposed in
the paper, we discuss a few possible defense strate-
gies. First, by fine-tuning a more specific classifier-
based detector based on the target model. As we
show in the experiments, if a classifier-based detec-
tor is specifically fine-tuned for detecting a target
model (RoBERTa-Large for GPT-2-XL in this pa-
per), it would be much more robust against query-
free modifications. Second, by combining lexical
watermarking with text likelihood estimation. This
is based on the intuition that if a word substitution
attack successfully evades a watermarking detector,
it would need to change around 20% tokens from
the greenlist tokens to redlist tokens that might not
be of large probability. Thus, one may apply a wa-
termarked LLM (Kirchenbauer et al., 2023) to a
suspected text and then check the perplexity or the
likelihood of all redlist tokens to detect machine-
generated texts. More work on defense strategies
will be deferred to future endeavors.
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A Query-based Evolutionary Search

We attach the algorithm for the evolutionary search
in Algorithm 2.

Algorithm 2 Genetic attack (Alzantot et al., 2018)
input Original generated text Y = [y1- - Ym];
substitution word candidates for each token
vi (k € [m]) as s(yx, Y,G',n); detector f;
parameters for the genetic search, including
population size IV, and total number of gener-
ations Ng.
output Y’ that minimizes f(Y’).
1: PO « PriorityQueue().
2: fori=1,2,---,N,do
3: k<« Random(1,2,---,m)

4: y, < Random(s(yg,Y,G',n))

3- Y;ﬁ—[}’l,"',yk,“',}’m]

6: P(U).push(key:f(ch), value=Y})

7. forg=1,2,--- ,Ng — 1do

8: Pl « PriorityQueue().

9: fori=1,2,--- ,N,do

10: Yéﬂ;l) — P=1 pop(),

11: P(g).push(key:f(Yéﬁt_el)), Value:Yi‘;]i;el)

12: prob < Normalized sample probability

with £(PY™Y)

13: for j =2,3,...,pdo

14: ¢1  sample from PY~Y) with prob

15: ¢ + sample from PY—1) with prob

16: ¢ < CrossOver(cy, c2) {For each posi-
tion, randomly select the token from c;
or co.}

17: cmut < Mutate(c) {Randomly select
a position and a candidate to modify
c.}

18: P(g).push(key:f(cmut), value = Cpt )

19: return P(Ve) pop()

B Details on ChatGPT Experiments

In Table 8, we show an example on ELIS5 including
the original input and output, as well as attacked
texts by various methods. In Table 10, we show
prompts for querying ChatGPT before using on
attack with instructional prompts, and we show our
searched instructional prompts in Table 11.

C Attack Examples against
Watermarking

We also show some qualitative examples for attacks
against watermarking in Table 9.



Original input

Please answer this question with at least 150 words:

Why we don’t yet have a cable provider that will let me pick and pay for ONLY the channels I want?

Original output

The reason why we do not yet have a cable provider that will allow choosing and paying for only the channels we want is that it may not
be economically feasible for the providers. The cable providers typically negotiate content deals with media companies in packages or
bundles. This packaging provides providers with a lower cost per channel, making it more profitable for them. The media companies
also benefit from bundling their channels, as they can sell lower-demand channels as a package deal, ensuring broader visibility for their
programs. In addition, some content providers may be hesitant to unbundle their channels, as they may be in lower demand. In contrast,
other media companies may have popular channels that are not profitable if unbundled and offered on an individual basis. As a result,
providers may lose money if they forced to offer channels individually, or the subscription fees may be too high, many cannot afford it.
Although some content providers are trying out new delivery models, such as streaming, it may take time for the cable providers to adjust
their policies to fit with the changing times.

ChatGPT Paraphrasing

It is currently not possible for consumers to choose and pay only for the channels they want from cable providers due to the economic
feasibility for the providers. Typically, cable providers negotiate content deals with media companies in packages or bundles, which
allows them to obtain a lower cost per channel and be more profitable. Bundling is also beneficial for media companies as they can sell
lower-demand channels as a package deal, ensuring broader visibility for their programs. However, content providers may not be keen on
unbundling their channels, primarily if they are in low demand, while other companies may have popular channels that are not financially
viable if offered individually.

Forcing providers to offer channels individually could result in them losing money, or the subscription fees may be unaffordable for
consumers. Although some content providers are testing new delivery models such as streaming, cable providers may take time to adapt
their policies to fit with the changing times.

Query-free Substitution

The motive why we do not yet have a cable provider that will allow choosing and paying for only the channels we want is that it may not
be monetarily feasible for the providers. The cable providers typically negotiate content deals with media companies in wrap or bundles.
This packaging provides providers with a lower expense per channel, making it more profitable for them. The media companies also
benefit from integrating their channels, as they can sell lower-demand channels as a package deal, ensuring broader visibility for their
programs. In addition, some content suppliers may be hesitant to unbundle their channels, as they may be in lower demand. In contrast,
other media companies may have popular channels that are not profitable if unbundled and offered on an individual underpinning. As a
result, providers may lose finances if they forced to offer channels distinctly, or the subscription fees may be too high, many can not
afford it. Although some content providers are trying out new transporting models, such as streaming, it may take time for the cable
providers to adjust their policies to fit with the progressing times.

Query-based Substitution

The reason why we do not yet have a cable provider that will allow nominating and paying for only the channels we want is that it
may not be economically feasible for the providers. The Cablegram providers typically negotiate content deals with media companies
in packages or bundles. This parcel provides providers with a lower cost per channel, making it more profitable for them. The media
companies also benefit from packaging their channels, as they can sell lower-demand avenue as a package deal, ensuring broader visibility
for their programs. In addition, some content providers may possibly be hesitant to unbundle their transmission, as they may be in
subordinate demand. In contrast, other press companies may have popular channels that are not profitable if unbundled and offered on
an individual basis. As a result, providers may miss money if they forced to offer transmission autonomously, or the subscription fees
may be too high, many can not afford it. Albeit some content contributors are trying out new handover models, such as streaming, it
may possibly take time for the cable providers to adjust their approaches to adapt with the textbfconverting times.

Instructional Prompts

Many cable providers have not yet implemented a system where customers can select and pay only for the channels they want. This has
been a long-standing concern among cable subscribers who are paying for channels they don’t watch. The reasons for this are complex
and varied, but ultimately, it boils down to economic and legal issues.

Cable providers operate on a business model that relies on bundling channels and packages in order to maximize profits by leveraging the
content deals they have with media companies. It is much cheaper for cable companies to buy packages of channels than to buy individual
channels. This means that any loss of profitability from individual customer choices is not something that many of them are willing to
take on.

Furthermore, cable companies are subjected to strict contracts and licensing agreements with media companies, and changing these
agreements can be complicated, time-consuming, and costly. Cable companies are also subjected to stringent regulations from the Federal
Communications Commission, which adds another layer of complexity to their operations.

Overall, while the demand for a la carte cable has been growing, it remains to be seen if cable providers will take the steps necessary to
make this a reality.

Table 8: An example from the ELIS dataset. We show the original input and output, as well as the output after
using various attacks.



Original output

The scientists said the findings could help improve treatments and lead to new ways of preventing breast cancer spreading. Experts have
described the findings as “exciting”. Bone is the most common site for breast cancer to spread to. Once breast cancer reaches the bone, it
can be treated but often is not curable. In experiments in mice, the Sheffield researchers found breast cancer cells were sending signals to
the cells inside

Query-free Substitution

The researchers said the findings could help improve drugs and lead to new ways of stopping breast cancer metastasizing. Experts have
said the discoveries as “interesting”. Bone is the most common place for bone cancer to metastasize to. Once bone cancer spreads to
the bone, it can be treated but usually is not can be treated. In research in the Sheffield researchers, the Sheffield Scientists found
cancer cancer cells were sending signals to the cells in.

Table 9: An example from the XSum dataset. We show the original output from watermarked LLaMA-65B, as
well as the output after query-free word substitution attack.

Tnitial prompt for XSum Please complete this passage with at least 150 words:

{X}
Tnitial prompt for ELI5 {P}l(e?se answer this question with at least 150 words:
Prompt for paraphrasing {Pﬁl{e?se paraphrase the following passage, with at least 200 words:

Table 10: Prompts used for querying ChatGPT. Initial prompts are used for instructing ChatGPT to perform text
completion or question answering on XSum and ELIS5 respectively, and we also instruct ChatGPT to generate at
least 150 words as the OpenAl Al Text Classifier cannot accept short texts. And the prompt for paraphrasing is
used in Table 7 for paraphrasing Y into Y’ directly.

During this period, we request that you adhere to the writing style and terminology employed
in the provided excerpt.
"Wetherspoon, the British pub chain, has announced plans to boost employee wages above
the government’s National Living Wage as part of an initiative to reduce high staff turnover
and enhance job satisfaction. This move will put hourly pay above the government’s standard
by between 10p and 50p, exceeding £7.50 per hour for staff aged 25 and over. The pay rise
will become effective throughout August and will apply to the chain’s 37,000 UK employees.
X, on XSum Training and wage rises were both common themes identified in staff requests, according to
Founder and Chairman, Tim Martin. However, the precise impact of this increase upon the
company’s expenditure is unclear. Although staff wages will be brought closer to the Office
for National Statistics’ average UK hourly wage of £11.22, Wetherspoon’s existing net annual
profits of £77.8m have not been quantified with respect to this new policy. The move came
after a year of controversy when Martin was previously criticized by the press for, among other
things, instructing staff to remove the UK’s Evening Standard newspaper from his chain’s town
centre premises."
Meanwhile, please imitate the writing style and select the same words used in the following
X, onELI5  passage:
{ X redacted as it happens to be about a controversial political issue. }

Table 11: Our searched instructional prompts on XSum and ELIS5 respectively.



